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magine that yoo are ong of the few power plant operalars on duty in A mapern
Federal Paymenth Reclamation hydroglectric pewer plant around midnigh! on Mew Yea™s o,
Errylpnmeneol January 3, F003, and there are record cold temperatures. Yo receive a
. FESUES! to increase power produchon to meet higher demands, bl o
Bordineis Sarricmd .
cannol make the increaso occur You and & few others on duty are
Pubkc Sofaty franhcally Irying to discover the culprit. The problem appears to be one or
Criminal Jugrioe more ¢amponents of the complex compotenized plant conlol syslem,
."’im"!’iéﬁﬁ referred 1o a8 he supervisory contraf and dala acquisilion system {SCADAY
Inhnw I you cannot locate enourgh people o help you run the plam meanually
) without the use of computers, you may not be able to opan Ihe dam gates o
Exporting increase the pawer aulput of the turbines. The resuft weuld be & inss of

Gy arnmen! power production which could potentially affect the entire syslem and cause
wadespveard brown- or black-outs. Eventually you discover 1hat the problemn
Wﬂ?ﬁ n was embedded microchips in SCARS componenis which malfunctoned
when the date funclion coufd nol properly roll over, |65 this type of situation

| .
Mhm%: that Reclamation, the Depardment of the [Aterior. several olher government
bt agencics, and Congrass are warking o awoid.

HMMS T3

DPERATE Reclamation's Y2K Program Is Tep Priorily
Frivacy & Swcurity Heclamation's Y2K program, particularly the embedded msiochgs actnties,
Infrastructura are the Commissioner's top prierity. “Y2K is becoming a higher priasity for
mrﬂm the Depariment of the Inlerior as well as ouwr own agency,” stated
Commissioner Elnd Marlingz in a June 23, 1998 memorandam on Year
Proccucticity 2000 compliance requmernants. "It s crilecal that Reclamalion da its part to
Tegindng efectively address this challengo o that potenlial disruplion ot critizal

semvices in the next millennium can be proventced

Embedded microchips are minialure cirguit Bboards that contrel many kinds
of modern electrical devices, and can be found in mogst gveryhing from
weehicles 1o defibrillators, Al embedded microchips are compueters or at leasi
include them, aithough sorme are very simple compared to a personal
computer. For microchips, the wear 2000 (Y2K) date problem is the potental
failure of dewces and systems with embedded microchips before, on, or
afler January 1, 2000. Difficyllies from miner inconvenicnees to syslem
failures could occur f our systems cannal differeniiale the vear 2000 [or
307 from the year 1904,

The President of the Tnited States has declared the nalion's power
peneration system to be one of the highest priarities, along wath the
transportation. banking, and finance sysiems. The concern 15 based on

| i d L3 2 20 pre



Ir!fn:-rgmmmat Infarmadian hotptfees aooesmanenca povidnosy Xesinmy by I

the fact that, wheon conparcd with all clectric vlalalics. Reclantation
rarbes as Che mirth Taegest wtalaty. Al ydrepower roddoacben
extremely important, ethee inission crelwcal fumctions are ol concen,
imzluding the shility 1 proseule rmnmcipal, indosiaal sl imisanon
waleT. as well as water for fish. wildlhife and reercation.

Fovvcutive Order T3 amd alien leflers Trom the Deparient of the
Interor and Reclamanen's Commissioner official by direeied siaff o
pursus solutions 10 Y 2K problems. mneluding cmbedded microchip
devices and systerna. All regions and sach mapm Washingtons Denver
crrgranialicn horve coomhmsses who report and coornelinaee ¥ 2K
effons retated (2 embeddel chips, infomation wesimalowy or
epmpuler areas, and telecomemunications. The embedded chip arcas
inventery einbeldel mizerochip systene at Reclamation tacilities foo
Y 2K -complunce The informalion iechnesdary areas inchade compoter
aofiwarc, toth Commoercial CHT The Shelf {CO TSy and
lecally-developed applications designed to perfottn
Revlamatioo-specialexed functions, and emmputer hardware meluding
mini and miceo {PC's) compuiers, The lelecommunications arcas
include hardware and soflware for veioe and data services.

0P Rewon Y2E comdwators are: Dick Drve (Eoledded Chip
Coomilinator] 400-247-7631, Bey Plafl{nfiimnation
TechnologyComputer Conndinator) 406-247-7858 | and dMoelody
Fitch { [clecommunications Coordimator). 400247 7825,

As part of the Y ear 2000 elfol, Hoclamation and ¢ Kegaon
groTlinalers are syslematically wssessing the megemitode of he Y2 as
1t afferts or maw impact aatpmated fechnolopics osed thrmgehoul $he
ageney, and solutions are being developed o help vs confimuc 1o
provide effective seivice 1o oot cuswetners. Blevices. such as various
guterrnated confrollers comamioge date compulatiomal capabilitics, me
also heing ulenlifiel, accownivd lor, aned desaymated for renovation
where the device is oot YV 2K compliant Action plans are heing
developed 1o ensure that all Beclamatien facilitics witl be unaffecred
nany significanl way by system Tailuees caused vy Y 2K

Reclamation Has Five I'hases of Compliance Activities

Orverall, there are Bive magor phases or catepooes aof complermee
activilies m Eeclamation for the Y 2K cmbedded nucrochip process.

The first af the fve phases is awareness, which has invobeed defning
and deseraling the Y2 K prablem, and o is expocted to continwe
thranyh barch of 99 Inventorees of all devices o systems with
nuicrochips has been the pamary activity thus far, which is referred w
as the assessmenl phase. The Great Mains Remon's inventory has
been Loe of the meosl complers wlion compared vtk thase ol olher
regrons, Assessment work s cipocted 1o he completed in Lrecomber
TEPLE,
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The testing phase includes westing cquipment 1o detcomime ¥ 2k
compliance As 4 result of 1esiing,. senc non-complant cobedded
s¥sers of devices may onter the renavabion phase whach includes
thewr cepane ¢ reliremienl and replacement. Most renovatlion phase
woek should he completed by Scplomber 1998,

In other cases, teaing rody bave shown that micrchip equipmeni i
comnpliant, aml these deseces ener the validation phase. Sccunng
veader decuments of web sile pages stating deviee compliance. o
cerltfvine complanee usity 2 foon desizoned specileally Ger this
purpurse 15 il of validation. AL selecled major Beclamution Gacilitics,
a lechnical mlvisory group composed of various coginecring,
disciplines wiall revicw and documnent Y2ZK microchy eomphance as
an acdeltmnal validabion measure, Yalidation 15 8 cntical phase in the
vveral] process, for this reason. it 15 of great coneem to the
Drepatmeont.

Contemgency planniny is & phase designed 10 ensure thek Reclamation
facilitics will contimue 1o provide services o ke cvent a nuctocha)y
prablem could not be remedicd in sufficiont Wwme, of In tho @vent e
was misscd during the process and lails 1o operate. Bach Reclarmalion
office ard plant has heen reguesteld o develop @ conlingenay or
back-up plare for alk missien cotieal equipment, and all plans should
b comapletedd by Movember 1993 Contingeney plans arc to include
amv sdditional sraff expected to b on duty and associatod casts.

Basod on the device or system plans andd m consperating with Woestem
Area Power sabmunistration anil pther apencies. an overal]
cimniingeney plan will be developed to keop pover and other services
golng on and around vear 2000, Implementing the repated m
replaced equipiment, of the contingency lans 15 the Mnal phase, 1he
implementation phase.

Far More Inlotinatinn

Musre information dboul the Reclamation Y2K cmbedded micrechip
effort will be available 1n an embedded microchyp management or
action plan due aut e the nest few weeks, Please contacs dichag)
RasTuti al (3013 4452923 ar vig email 4t mreluliyedo.usbe poy fora
copy of the plan or any quesiions ahouwt the meciacknp project.

Abuut This Stery

1hs stocy appeaed inthe (hetober T99E 1ssue of Plaeer Tadk, 4 hard
capy newsleter for Burean of Reclamation emplovees in the Great
Piains Boglon Modes Tedk s published by the Cillce of Publc
Adfaies, 113 Depacoment of the nleriar, 16N 2680h Siree, Billings,
BT SQIGT. Pherne: (4005 247-T607
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Alrwut the Authars

Michael ). Rolotn is Manager, Power Resources (ffice and Program
Coonlinator for Y2K Embedded Mictochip Program at the Burcan of
Reclamation in Denver. You may 1each heme at ¢ 3027 445 2923 or
meoluttige alv. g 5T 2.

Elee BEoee, o Public Affairs Specialist fior the Bureaw of Reclamation
in Billings, M, is the editor o Maras Talt. You may reach her at
(i) 2477007 vr eericeddyrpoushr, sow.
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